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Abstract
AI-assisted software development is becoming part of everyday
software engineering, from code generation and review to testing,
refactoring, and pull request creation. This shift challenges secu-
rity practices focused mainly on final code artifacts. In AI-assisted
workflows, insecure code may emerge from prompts, repository
history, retrieved context, developer decisions, agent actions, de-
pendencies, configurations, and build artifacts. This position paper
argues for lineage-aware security as a complement to DevSecOps.
We propose a layered perspective connecting historical, technical,
socio-technical, AI-contextual, and agent/toolchain/supply-chain
evidence. Rather than replacing SAST, DAST, SCA, or LLM-based
detection, this perspective integrates their evidence into an au-
ditable explanation of how risky code was produced, accepted, and
propagated. Such lineage evidence supports traceability, auditing,
reproducibility, and prevention in secure AI-assisted software de-
velopment.
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1 Introduction
AI-assisted programming tools are now embedded in everyday de-
velopment, from code completion and test generation to refactoring,
documentation, and bug fixing [14, 22, 29]. Research has also shown
that these tools can produce insecure code, be difficult to validate,
and influence developers in ways not fully visible in repository
traces [1, 6, 17, 26]. This creates a mismatch between AI-assisted
development and dominant security analysis practices.

Much software security work still focuses on the code artifact af-
ter the fact. Static and dynamic analysis, taint analysis, graph-based
vulnerability mining, and LLM-based classifiers provide important
capabilities [15, 21, 30, 33], but usually begin from a code snapshot,
diff, or execution trace. They often answer where a problem is, but
not why the code came to exist under a particular combination
of human decisions, AI-generated suggestions, retrieved context,
agent actions, and toolchain constraints. This explanatory gap mat-
ters because the attack surface is no longer limited to the model or
final code.

This paper argues that modern software security needs a broader
unit of analysis: the lineage of vulnerable code. Vulnerabilities may
emerge not only because amodel “made amistake”, but also through

unsafe retrieved examples, misleading specifications, reused anti-
patterns, rushed reviews, over-trusted suggestions, or agent and
toolchain actions. For instance, an AI assistant may implement
an authentication endpoint using an old internal example with
weak token validation. The patch may pass functional tests and PR
review, while a later SAST alert flags the unsafe flow. A lineage-
aware analysis would connect the alert to the retrieved example,
historical pattern, review decision, and AI interaction.

We argue for a layered lineage perspective with five complemen-
tary views: historical, technical, socio-technical, AI-contextual, and
agent/toolchain/supply-chain. Rather than replacing code analy-
sis, it embeds it in a broader framework that traces vulnerabilities
across repository evolution, code evidence, human decisions, AI-
facing context, and toolchain artifacts. As a position paper, our
goal is not to validate a complete framework empirically, but to
argue why lineage evidence should become an important concern
in secure AI-assisted software development.

2 Background and Motivation
AI-assisted development is shifting software security from code-
level vulnerability detection toward lineage-aware explanation,
traceability, auditing, and prevention. In DevSecOps workflows,
security evidence supports continuous feedback, automated testing,
review, and release decisions rather than remaining a late-stage ac-
tivity [5, 19]. However, AI-assisted code generation and integration
introduce evidence spanning prompts, retrieved context, repository
history, generated patches, reviews, dependencies, configurations,
and build artifacts. This motivates analyzing risky code not only as
a final snapshot, but as the outcome of a process shaped by human,
technical, and AI-mediated evidence.

Prior work in mining software repositories provides a foundation
for this view. SZZ-style analyses, history slicing, version-history
mining, and change-coupling studies show that defects and vul-
nerabilities are often embedded in software evolution rather than
isolated revisions [12, 16, 23, 34, 35]. These techniques suggest that
vulnerable code may have a traceable history involving previous
fixes, reused patterns, and co-evolving artifacts.

Program-analysis research complements this historical perspec-
tive by localizing risk in code. Program slicing, data-flow tracking,
taint analysis, and code property graphs (CPG) reconstruct rela-
tionships relevant to security reasoning [21, 28, 30]. However, they
generally provide code-level localization rather than lineage expla-
nation. They can identify unsafe flows or vulnerable slices, but not
whether risk was inherited, reproduced from historical patterns,
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introduced by AI-generated code, missed during review, or shaped
by context, agents, dependencies, or toolchain decisions.

Socio-technical research adds another layer. Developer–module
networks, socio-technical congruence, PR dynamics, and review
linkages show that software quality depends on coordination, re-
view practices, and decision processes [2, 7, 9, 18, 25, 32]. In AI-
assisted development, these traces become security-relevant be-
cause developers may over-trust plausible suggestions, reviewers
may miss AI-introduced risks, and small PRs may hide broader
contextual dependencies.

AI assistance further expands the relevant evidence. Studies of
AI programming assistants show broad use across development
activities alongside challenges in control, validation, understand-
ing, and contextual fit [1, 14, 22, 26]. Prompts are also becoming
software artifacts, despite immature lifecycle, versioning, and de-
bugging practices [13]. Meanwhile, indirect prompt injection and
context-attribution research shows that external context can influ-
ence model outputs in ways that are difficult to observe or faithfully
attribute [3, 4, 8, 20, 27, 31].

Toolchain and supply-chain research shows that security evi-
dence also extends beyond source code and human review. Modern
software relies on external packages, build pipelines, configura-
tions, generated artifacts, and automated tools. Supply-chain at-
tacks demonstrate how dependencies, distribution, build steps, and
development infrastructure create opportunities for compromise
and propagation [11]. AI agents amplify this concern by suggest-
ing dependencies, modifying configurations, invoking tools, and
producing build artifacts.

Taken together, these strands motivate viewing AI-assisted de-
velopment as a socio-technical, tool-mediated environment where
vulnerabilities may emerge from interactions among repository his-
tory, code evidence, developer workflows, AI context, agent actions,
and supply-chain/toolchain traces.

3 The Limits of Code-Only Vulnerability
Detection

Code-only vulnerability detection remains necessary. Static anal-
ysis can identify suspicious API use, unsafe flows, dangerous pat-
terns, and classes of weakness at scale. Dynamic analysis can expose
failures under concrete executions. CPG and related graph represen-
tations can compactly encode semantic structure for vulnerability
discovery [30]. LLM-based detectors and vulnerability reasoners
may also help prioritize inspection or broaden coverage [15, 33],
and remain valuable.

This limitation is more critical in AI-assisted development. A
vulnerable artifact may result from a multi-stage interaction involv-
ing issue descriptions, prompts, retrieved files, IDE suggestions,
developer edits, review comments, AI-generated revisions, agent
actions, dependencies, configurations, and build artifacts [1]. If the
question is only “is this code vulnerable?”, code-level analysis may
suffice. If it is “how did this vulnerability emerge, through which ev-
idence, and how can similar recurrences be prevented?”, code-only
detection is insufficient.

The LLM should not be treated as the only attack surface. The
broader AI-assisted development environment is a socio-technical
attack surface spanning prompts, specifications, retrieved files, prior

commits, PRs, code reviews, documentation, dependencies, con-
figurations, developer decisions, context windows, toolchain inte-
grations, and model-generated suggestions. A vulnerability may
therefore emerge from the context pipeline rather than the model
alone.

4 Toward a Layered Lineage Perspective
We propose a five-layer lineage model for reasoning about vulnera-
bilities in AI-assisted development. The layers are not sequential
stages, but complementary views connected through shared devel-
opment artifacts and events. Evidence from one layer can therefore
contextualize or strengthen another. The model is conceptual but
actionable, organizing evidence to move from isolated vulnerability
detection toward traceable, auditable, and preventive security ex-
planations. Table 1 summarizes the layers, their guiding questions,
and their role in secure AI-assisted development.

Historical layer. The historical layer reconstructs whether a risky
pattern previously appeared in the repository. Evidencemay include
previous commits, fixes, history slices, reused examples, and co-
evolving artifacts. Its role is to explain whether a vulnerability is
new, inherited, or reintroduced from earlier development history.

Technical layer. The technical layer anchors the explanation in
code-level evidence. It identifies the vulnerable flow, slice, depen-
dency, or semantic relation that makes the artifact security-relevant.
Without this layer, lineage risks becoming speculative; with it, his-
torical, socio-technical, and AI-contextual claims can be tied to
concrete technical evidence.

Socio-technical layer. The socio-technical layer reconstructs how
the vulnerable change was discussed, reviewed, and accepted. PRs,
review comments, approvals, and developer–artifact relations help
explain whether the risk passed through superficial review, frag-
mented discussion, unclear ownership, or delivery pressure.

AI-context layer. The AI-context layer examines what the model
saw andwhatmay have influenced its output. This includes prompts,
retrieved repository artifacts, examples, generated suggestions, tool
outputs, and attribution traces. Its role is to make prompt-driven
and context-mediated generation auditable rather than opaque.

Agent/toolchain/supply-chain layer. The agent/toolchain/supply-
chain layer captures non-code artifacts and automated actions shap-
ing AI-assisted development. Evidence may include agent plans,
tool calls, dependency changes, configurations, CI/CD logs, SBOM-
like metadata, and build artifacts. This layer matters because vul-
nerabilities may arise not only from generated code, but also from
unsafe configurations, dependencies, tool misuse, or compromised
supply-chain steps.

The model’s value lies in composition. A vulnerability explana-
tion becomes stronger when code-level evidence is connected to
historical origins, review decisions, AI-facing context, and toolchain
traces. For example, a static warning may be linked to an unsafe
historical pattern, rushed review, incomplete retrieved context, and
an agent action introducing a vulnerable dependency or configura-
tion, yielding a more actionable explanation that supports detection,
traceability, auditing, and prevention.
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Table 1: A layered lineage model for vulnerabilities in AI-assisted software development.

Layer Guiding question Lineage evidence Security use

1 - Historical Where did the risky pattern come
from?

Commits, fixes, history slices, reused examples,
change coupling

Identify recurring unsafe patterns
and prevent reintroduction

2 - Technical Where is the risk in the code? Unsafe flows, slices, data dependencies, CPGs Localize, validate, and prioritize
vulnerability findings

3 - Socio-technical How was the decision accepted? PR, review comments, approvals, developer–
artifact links

Explain review outcomes and im-
prove accountability

4 - AI-context What did the AI see and use? Prompts, retrieved files, generated suggestions,
attribution traces

Audit context influence and
prompt-driven risks

5 - Agent/toolchain/supply-
chain

Which tools and artifacts shaped
the result?

Agent plans, tool calls, dependencies, configu-
rations, CI/CD logs, build artifacts

Trace agent actions, toolchain ef-
fects, and supply-chain risks

5 Research Challenges and Agenda
The layered lineage perspective reframes vulnerability analysis as
an explanatory and preventive problem, butmaking this perspective
usable in AI-assisted DevSecOps raises several research challenges.

Incomplete observability and audit trails. This calls for selective,
privacy-aware audit trails that capture security-relevant prove-
nance, such as generated suggestions, retrieved artifacts, agent
actions, configuration changes, and review decisions, extending the
use of provenance as a basis for explanation and accountability in
automated systems [10].

False attribution and evidential uncertainty. AI assistance does
not imply that a vulnerability was caused by AI. Risky code may
originate from legacy commits, internal examples, human error, re-
view pressure, dependencies, or toolchain decisions. AI-generated
code detectors may indicate whether a fragment was likely pro-
duced by an LLM, but recent evidence shows limited generalizability
and they should not be treated as causal evidence [24]. A credible
lineage approach must therefore treat attribution as uncertain and
evidence-based. This motivates controlled-provenance benchmarks
using synthetic repositories, instrumented scenarios, red-team exer-
cises, and sanitized industrial datasets where the origins of prompts,
retrieved context, agent actions, and vulnerable changes are par-
tially known.

Cross-layer alignment. Lineage evidence spans different gran-
ularities, including statements, functions, commits, PRs, reviews,
prompts, retrieved chunks, dependencies, configurations, CI/CD
events, and build artifacts. These units do not naturally align. Ex-
isting graph-based representations capture parts of this space, such
as CPG and review linkage graphs [9, 30]. However, AI-assisted
development requires extending these partial representations into
a heterogeneous developer–artifact–AI–toolchain graph, connect-
ing developers, code artifacts, reviews, prompts, generated sugges-
tions, tool calls, dependencies, and builds through relations such as
authorship, modification, retrieval, generation, review, execution,
dependency, and temporal precedence.

Agentic and supply-chain complexity. AI-assisted development is
moving beyond code completion toward agentic workflows. Agents
may inspect files, call tools, modify configurations, add dependen-
cies, execute tests, trigger builds, and create PRs. Vulnerabilities

may arise not only from generated code, but also from unsafe de-
pendencies, configurations, excessive permissions, compromised
build steps, or tool misuse. Future work should treat agent actions,
toolchain integrations, dependencies, and build artifacts as first-
class lineage evidence.

Making Lineage Actionable. A lineage-aware DevSecOps work-
flow could therefore support PR review, SAST/SCA triage, CI/CD
gates, audit reports, and recurrence prevention. The central ques-
tion is not only how to detect vulnerable code, but how to explain
why it emerged, decide whether it should be accepted, and prevent
similar risks from reappearing in future AI-assisted development.

6 Conclusion
This paper argued that securing AI-assisted software development
requires moving beyond code-only vulnerability detection toward
lineage-aware explanation. Static and dynamic analysis, graph-
based methods, SCA, and LLM-based detectors remain essential, but
offer limited insight into how vulnerable code is produced, accepted,
and propagated. Our central position is that vulnerabilities in AI-
assisted environments should be examined across five complemen-
tary lineage layers: repository history, code-level evidence, socio-
technical decisions, AI-facing context, and agent/toolchain/supply-
chain traces. This perspective treats the broader development en-
vironment, not just the LLM or final code, as security-relevant.
Prompts, retrieved files, reviews, generated suggestions, dependen-
cies, configurations, tool calls, and build artifacts may all contribute
to vulnerabilities.

Although a lineage-aware framework cannot eliminate uncer-
tainty, it can make security evidence more traceable, auditable, and
actionable. By connecting vulnerability findings to historical ori-
gins, review trajectories, AI-contextual influences, and toolchain
effects, it can support DevSecOps practices that explain risk emer-
gence, inform acceptance decisions, and help prevent recurrence.

Artifact Availability
No artifacts are available for this position paper.
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